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Universal Platform for Security,

Management & Monitoring Solutions

i

Physical Access Control
Configure access control
system hardware, manage
access policies, users,
credentials, graphic maps,
graphic maps, notification
settings.

Parking Monitoring
Real-time dashboard of

parking availability by area.

©

Location Services

Monitor people and assets
location on graphic mapsin

real time. Manage and enforce
people and assets location

rules.

Irrigation Monitoring
Real-time monitoring
dashboards, displaying
moisture and temperature
information as lists and
diagrams.

EII]DEI Analog/Digital Signal

Time & Attendance
Tightly integrated with
Physical Access Control and
Location Services
subsystems.

Processing
Collecting and analyzing data
from sensors with analog-to-
digital converters.



Unified Web-based Interface

All functions available through unified web interface
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Mobile Friendly

= \Web-based interface

allows manage the P
system from any | =

device from any place

= Special mobile
application for users
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1.

AREASHELL Full-featured

Web-based

PHYSICAL ACCESS Physical Access Control
CONTROL SIS




Based on HID Global Network Controllers

= | inux-based controllers

= |P-based communication between controllers and server

= HID Global VertX® EVO / Global VertX® Networked Access
Controllers

* Choise between using a separate controller and IP address per door
(HID VERTX EVO V2000) or using a single controller and IP address for
by connecting up to 20 downstream interface modules and 40
readers (HID VERTX EVO V1000)

= HID Global EDGE® EVO / Global EDGE® Networked Access
Controllers

* Power-over-Ethernet (PoE) - enabled; Under many circumstances
allow to wire an Ethernet cable to a door for both communications
and for powering a controller, lock, and readers
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User Management

= Registering users (cardholders) —

Issuing Credentials - RFID cards, o
location sensors, PINs, s
passwords -

Assigning user groups, roles, .
permissions

= Assigning time & attendance
policies = E fE B

Upload new picture
Choose File | Mo file chasen

Notes




Integration with Directory Services

Import users from CSV-files

u Import use rS from Active ’ = # Home [T Monitoring 3= Policies & Persons @ Time & Attendance 3 Reports £+ Administration
Directory / LDAP Directory

© Create New ~ # Permissions O Time and Attendance ~ & Export Till Deactivate all credentials
Register New Person 30

» Grant user roles automatically by

Import from LDAP

mapping Areashe“ Roles Import from File First Name Middle Name Last Name
L) | anonymous anonymous
on User Groups defined in Active o doinDoe John
] TestFirst T. TestLast TestFirst TestMiddle TestLast
) TestFirst TestLast TestFirst TestLast

Directory / LDAP Directory

Showing 1to 4 of 4

= REST-based integration API
for user registration from other
software




Access Policy Management

» Holidays
» Time Schedules

+Q Parking Area 10/7/17 1:50:42PM  admin
+Q Room 101 Physicalarea  10/7/17 1:57:20PM  admin
HQ Room 102 Physicalarea  10/7/17 1:5T:35PM  admin
#Q foom 103 Physicaldrea  10/7/17 1:54:00 PM. admin
HQ Room 104 Physicalarea  10/7/17 1ST:STPM. admin
> LF Level 1 PhysicalArea  10/7/17 1:59:54 PM admin
LF Lavel2 Physicaldres  10/7/172:00:02PM admin
P LF Level 3 Physicalorea  10/7/172:00:11PM admin
v #Home  [[Monitoring == Policies &persons  OTime&Atendance (2 Report! et i
VertxReader VertxReader  10/3/17%:43:44 PM | John Doe
£8 Holidays
> I erSO| l Grou S o
p ©@ Time Schedules .
Properties  Latestalarm  Latestevent  Events proTpE
# Person Roles
Cancel
2 person Groups Common properties
Name New Year
’ = @uome (Duonitoring Zfoices  APersons  OTimeLatiendance  @Reports @ Administration
Type Holiday
& Holidays P
Employees # Home ([0 Menitoring. = Policies & Persons. ©Time & Attendance [BReports L Administration admin -
o - Parameters ’
Time Schedu
Properties  Members  Aoles  Latestalm  Lotestewent  Events B Holidays
e Holiday Type Holiday 1 Work Hours # Rename
[P —— + include members = Exclute members © Time Schedules
Holiday Date 01/01/2017
B |Fullname o T [— Pe—— y / Properties  latestalarm  Latestevent  Events
B [ Do # Derson Roles
) jane seith Add members Everyyear v/ Enabled i
1 John Doe 4 Person Groups Common properties
Select persons to 4
Q
Name 7 Type TimeSchedule
samin E
adming L Time intervals

Showing 1102 of2
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= #MHome  (IMonitoring o Reports admin @8
88 fotdays Employee
Add permissions »
© Time Schedules ——
Properties  Permissions  Childroles  Parent roles Work Hours = Access | =
® Person Roles: e
Phy: Control  Logic Access
4 Person Groups Select objects to provide access
4 Addpermisions X Remowe permissions Name Type Last Modified Last Modified By 4
ASN Beacon 2793 UGuardBeacon 10/8/17 2:50:18 PM admin
Oblect/Group fivme ASN Beacon 2836 UGuardBeacon 10/8/172:50:02PM  admin
8 156 Beacon 4793 HQ Area 10/7/17 3:02:46 PM  admin
IS Geachnaess HQLevel 1 Area 10/7/17 1:56:45PM  admin
SN { oL ) Loty HQ Level 1 Lobby PhysicalArea  10/7/17 1:57:01PM admin

HQRoom 101

Starttime Endtime Monday Tuesday Wednesday Thursday Friday Saturday Sunday Holidays1 Holidays2 Actions
8:00:00AM  5:00:00 PM  True True True True True  False False  False False -
Start time o

]
End time

]
v/ Monday

| Tuesday




Holiday Management

= Annual and one-time
holidays

= Two types of holidays with

separate access
permission settings

’ = # Home (1T Monitoring = Policies & Persons @ Time & Attendance [ElReports ¥ Administration admin -4
B3 Holida
v New Year (& Rename
@ Time Schedules
Properties Latest alarm Latest event Events

# Person Roles

& Person Groups

Common properties
Name
Type
Parameters
Holiday Type
Holiday Date

Every year

Cancel

New Year

Holiday

Holiday 1

01/01/2017

+| Enabled




Access Schedule Management

» Unlimited number of time
intervals per time schedule

= Separate access permission
settings for different week days

= Separate access permission
settings for different types of
holidays
* One type can be a holiday, while

another type can be a work day, for
example

e (1T Monitoring 3= Policies & Persons @ Time & Attendance B Reports.

£ Administration

Work Hours (#Rename

Propertiss Latestalarm Latest event Events

Common properties
Name Work Hours
Type Timeschedule

Time intervals

Starttime Endtime Monday Tuesday Wednesday Thursday Friday Saturday Sunday Holidays1 Holidays2 Actions

B:00:00AM  5:00:00PM  True True True True True  False Fale  False False —

start time Add
©]

End time
c]

| Monday

| Tuesday




Role-based Physical Access Permission
Management

e [DMonitoring  =Policies & Persons @Time &Attendance  [EReports &% Administration B system Tenant a JohnDoe &

Employees @ seane

" Role - set of permissions
required user to have to do

Properties  Permissions child rol I e
'f' t k Control Logic A
Some SpeCI IC as =+ Add permis: ions X Remove permissions
. [ Object / Group / Ar hedul d
= Rol t th
O eS Ca n Con a I n O er :7: A&:g;ﬂts = Business Hours \/Er’tXRea:er-MamExlt
l ) HQMain Building Business Hours UGuard C Y on 1; U on 2; HID EDGE Controller; VertxReader2 - Main Exit; AxxonNext Server
ro es ::: :zzﬂ::;e;:g; Business Hours UGuard C: U on 1; U on 2; HID EDGE Controller; VertxReader2 - Main Exit; AxxonNext Server
= Child role inherits all
permissions assigned to all
)
it’s parent roles
.
= Roles can be assigned to
Save changg

users or to user groups




Area Hierarchy

Areas are grouped into hierarchy.
Areas hierarchy can be used:

* to manage user physical access
permissions to rooms, levels,
buildings, sites

» to manage user permissions for
object control

= to monitor area status and
events

» to issue group commands to all
hardware objects in an area and
allit’s subareas

Whole System

Site Groups (area groups)

Sites (area groups)

Buildings, other areas
(area groups)

Levels (area groups)

Physical Areas

Hardware Objects

Los Angeles

—L—

Building 1
1L

Building 2

L] L]
B1 B1
Lobby Floor 1

——

Room
1

Reader
B1-1-1

Room
B1-1-2

Reader
B1-1-2

-
San
Francisco

L}
Bl
Floor 2
Room
B1-2-2

Reader
B1-2-2

Room
B1-2-1

Reader
B1-2-1




Area Control

Inner objects status

Whole area control

People inside report
Graphic maps (floor plans)
Latest area-scoped event list

HQ Main Building

Dashboard Control

Refresh

Status  Source Object

UGuardBeacon 1

UGuardBeacon 2

OB eBO

Showing1to7of 7

Inner objects status

AxxonNext Server
HID EDGE Controller
HID VertX V2000 Network Contro VertxController

UGuard Coordinator

VertxReader2 - Main Exit

Type
AxxonNextServer
VertxController

UGuardCoordinator
UGuardBeacon
UGuardBeacon
VertxReader

People inside

LatestE

Unknao

HQ Main Building

Dashboard Control Inner objects status People inside Graphic map

Set default mode

Set default mode

Entrances

Unlock entrances Lock entrances Control entrances

Exits

Unlock exits Lock exits Control exits

Internal readers
Unlock internal readers Lock internal readers Control internal readers

Alarm zones

Arm Disarm

Latest alarm

Unknown
Start task
Unknown
Unknown

Unknown

Door parity failure

10:58:37 AM 6:58:37 PM 10:58:42 AM

10:58:37 AM 6:58:37 PM 10:58:42 AM




Real-Time Monitoring - Events

Web based user interface for
real-time monitoring

Different displaying modes
ecent events table
vent details modal window

op-up windows for events
etails

Full Screen Mode Support

Atome [

Events

Alam | Local Time
11,0635 AM
110415 2M
110230 AM
110053 AM
C 130047 AW
g 13,0018 AM
0 @ 1romiean
E 130017 AW
0 @ 1nomiean
11:0020 AW
10:5:54 M
10:58:51 20
10:58:51 A0
10:5:53 A0
0@ osEsaa

B @ | osssean
O e osmam
0@ osswam
D imsaaram
[ 105237 A
0@ osevaw
O e | oszuaw
[ 105237 AM
O e | osewam
[ 105237 A
[ 10:5237 2M
0o oswsaM

105837 AM
o |10sa3rau
o 10s3iAM

Showing 1t0 3001228

ZPolices

e
7:06:35 Pt
0415 P
70230 P
70053 P
0047 PM
Ti0028 P
7.00:18 P
0017 PM
Ti00:16 P
00:20PM
636:54 P
#5851 PM
65851 PM
€:5252 P
E:sE54PM
E:5E48PM
ase

=
EsEaTPM
&:seaTPM
eseT P
€587 P
&:seaTPM
EseaT M
E:587 P
ezt
EsEaT P
615836 P
esesT e
E58IT P
65837 PM

Aresors  OTime

Registration Time.
1106:35 M

11:00:53 Ak
0047 A

0021 A
1:00:21AM
11002144
11:00:20 A
10:59:01 A4
105855 A
55 A

e AM
105801 A

105841 A

0se:e1 AN

S HQMain Buding
-
s o waime ux g e L xam. sarm soue
oo P et o ee GO M ol LA Ao gamed [
Prowmrnsony
Event Detalls

Access granted

oo
John Doe
g
"
bttty s
r
p
p
P
= = -
n
M
o

America/Los_Angeles

afLos_Angeles
America/Los_Angeles
afLos_Angeles
ILos_Angeles
Americallos Angeles
AmericalLos_Angeles

AmericalLos_Angeles
Americallos Angeles
AmericajLos_Angeles
America/Los_Angeles
AmericalLos Angeles
ame

dcalLos_ingelss
America/Los_Angeles
amarica/Los_angsles

America/Los_Angsles
Amenica/Los_Angeles
amarica/Los_angales

am:

a/Los_Angeles
America/Los_Angeles

Start task
Interface status

start task

Restart task

Upload configuration
Intetace status.

Door party falure

Door held secure

Door foreed secure

Door switch secure

Door switeh state changed
REX atam

REX released

Door party failure

Door held secure

Door forced secure
Intertace status

Door switch secure

Door switch state changed
REX alam

HID Vertx V2000 Netwark Cant
HID Vertx V2000 Network Cant
HID Vert: 2000 Network Cont
HID Ver0x 2000 Netwark Cont
HID Vertx 2000 Netwark Cont
HID Verox V2000 Netwark Cont
VertxReader? - ain Exit
VerteReader? - Main Exit
VertiReadera - Main Ext
VertxReader2 - ain Exit
VertiReader? - Main Ext

HID Verox v2000 Network Cont
HID Vertx 2000 Nebwork Cort
VertiReader] - Main Entrance
VertxReader1 - Main Entrance
VertxReader1 - Main Entrance
HID Vero: v2000 Network Cont
VertxReader1 - Main Entrance
Vertafieader] - Main Entrance
VertiReaden ext request

John Doe




Alarm Management

= Area-based navigation

= Hardware status monitoring
and control

= Local and global graphic
maps

= Eventstable
= Event (alarm) acknowledges

A Home

Alarm

100108PM

Tamper alarm

HID VeriX V2000 Network Controller

Areas

Stotus A

* 4 fig Headquartars

o « fu i Main Termtory
° « fu i Ham Bulding.

4 faHQuBFioor2
2aHQF2 Roam 201

® SHQF2 Room 202

° 4 fgMgqueFioor

D AHQF1 Room 101

MO F1 Roam 102

8 Security Room

2HQ Floor 1 Hall

® MO F1 Roam 208

o EPolicies

Y g outside
g Parking
Events
0 Alam  Local Time utc
10:4:35 A 648:35 PM
104756 AM G756 PM
0@ 1o GidGudg PM
10:46:48 AW 646248 PM
@ wasseAm
e 10:06:48 AM
] 10:46:47 AW
10:39:34 A
C 16727 41115 P
B UBATALLISPM 121515 AM
17 41015 PM 15 AM
6117 4:11:15 PM 5 am
B UB/ATEALISPM 121515 AM
VEAT4LEISPM 121315 A
@ NEATLLISPM 12315 AM

Showing 1t0.15 of 151

&Pecsons @ Time & Attendance

Reglstration Time.
104835 A
104755 4

204654 AM
10:46:58 AM
104685 A1
20:46:48 AM
104648 AM

Y17 41%4 PM
6/17 413,48 PM

V17 41147 PM

/17 412,47 PM
VT 4124TPM
VE/17 41147 PM

Timezone

America/Los_Angeles
America/Los_Angeles
Americalles_Angsles
America/Los_Angeles
America/Los_Angeles

Americalles_Angsles

AmericalLos_Angeles
America/Los_Angeles

Americafles_Angsles

America/Los_Angeles
AmericafLos_Angeles

AmericalLos_Angeles
America/Los_Angeles
Americaflos_Angeles

BiReports.

S administration

HQ Floor 1 Hall
Dashboard Control Inner objects status. Peopleinside
Refresh
Statws. | Source Object Type Latest Event
©  HIDVerbXV2000 Network VertxControler Starttask
@ veromeaderz-Mam pat veruReader Door party atlure

Shaving 1 2012

Graphic map

Timezone offset  Event

0200 Object changed
0200 Object changed

08:00 Starttask

0800 Upload cardholders
200 Restarttask

08:00 Starttask

0800 Restart task.

200 Communication erar
0200 Restarttask.

08:00 Starttask

08:00 Restart task

0200 Boarparity failure
08:00 Doorheld secure
0200 Door forced secure
0200 Door switch secure

source Object person Credential
HIDVerDXV2000 Network Cont

HIDV2r1XV2000 Network Cant

HIDVariXV2000 Network Cont

HIDVerDXV2000 Network Cont

HIDVaAX V2000 Network Cont

HIDVartX\2000 Network Cont

HIDVerX2000 Network Cont

HIDVRDXV2000 Network Cont

HIDVartX 2000 Network Cant

HIDVerXV2000 Network Cont

HIDVerDXV2000 Network Cont

VertxReader2 - Main Exit

VertxReader2 - Main Bxit

VertiReader? - Wain Exi
VertiReader2 - Main Exit

B System Tenant

Registration Time
LB/LT 41147 PM
U7 411 PN

Crefresh | o Acknowledge

Card nu Operator
John Dot
Jonn oz

John Doe

21D -

@ somooe

Qocate

 Acknowledge

Ceexport  show

Priority Comment

000

20000

1234567801011

All events | Alarms only




Local Graphic Maps —

= | ocal graphic maps
for internal rooms and

... [ET—
areas P
= Displaying color- ’ - = o=
coded status of ——wum| Rk
M S o o [
hardware objects and — =
areas - ) =
= Displaying the -
number of users I
inside areas and near — =
beacons —
right on the map 5 g
= Pop-up object control
windows




Global Graphic Maps

= Policies

Areas

Staws  Area

= Global graphic maps
for territory and 2

D a By HQME Floor 2
outside areas A

" Displaying color- e
coded status of —
hardware objects and
areas

Events

A Local Time uTC

345:30 PM 11:45:30 FM
10:45:00 PM
11:26:26 PM
10:24:59 PM
10:19:52 PM
1117:55 FM
1015:38 PM
11:14:05 PM
10:34:06 AM
10:32:30 AM
10:29:04 AM
10:23:18 AN

34500 PM
3:26:26 PM
324:50 P
31652 PM
31785 FM

= Pop-up object contro
windows

3:15:34 PM
3:14:05 PM
2:24:06 AM
23530 AM
2:29:04 AM
22318 AM

12(24/16 2:3327 PM 12/24/15 10:3327 PI 12/24/18 29327 PM AmericalLos_Angeles
12/24/16 1:42:16 AM 13/24/16 9:42:16 AM 12/24/16 1:42:16 AM AmericalLos_Angele:
12024/16 TAG:1L AM 12/24/16 4011 AM 12/24/16 1:40:L1 AM AmericalLos_angeles

Showing L0 15071

&rersons  OTime&Anendance  [BlReports @ administration

HQ Parking
Dashbosrd  Parkingdashboard  Control  Inner objects status
g :
H
%

West Sth Street

RegatatienTime  Time zone Tnezeneofiset  Eveat Source Objéct
5:45:30 P AmericalLos_Angeles  -0B:00 Object changed HQMB Fioor 1
4500 PM Amenicallos_Angsles 0800 Object changed HQME Floor 1
2626 P Americajlos_Angeles 000 Object changed HQME Flcor 1
22459PM AmericalLes_Angeles Object changed HQME Fleor 1
319:52PM America/Los_Angeles Object created VertiReaderd
317:55 PM America/Los_Angeles Object changed HQMB Fioor 1
31534 PH AmenicalLos_Angeles object changed HQME Floor 1
31405 PM AmericajLos_Angeles Object changed HQME Flcor 1
2:34:06 AM AmericalLes_Angeles Object changed HQME Flcor 1
3239 AM America/Los_Angeles Object changed HQMB Floor 1
222000 A0 America/Los_Angeles Object changed HQME Fioor 1
2304 M AmencalLos_Angsles Object changed HQME Floor 1
Login John Doe
Object created LicenseFile
Object changed HQ Parking

Person

Peopleinside  Graphicmap

Credential

Latest alarm

D refresh

Events

‘West 5In Street

o Acknowledge

Card nis Dperator
John Boe
John Doe
John Doe
John Doe
John Dog
John Boe
John Doe
John Doe
John Boe
John Dos
John Boe
John Doe
John Doe
John Doe
John Dog

b
a

@ixport Show Allever

Priority Comment




2.

AREASHELL Monitor people and assets

location on graphic maps

LOCATION in real time.

Manage and enforce people
and assets location rules.

SERVICES




Internet of Things Ecosystem

c?‘}\SN Inc .

Advanced Sensor Network
www.asn-inc.co.kr

Software

Areashell Location Services based on ASN Inc. Indoor Positioning / Real-Time Location loT
controllers and sensors

Wireless communication between coordinators, routers, sensors and beacons

Wristband sensors regularly receive location information
from indoor beacons and send it to the nearest router

The network of routers transfers data from the wristband sensors to the coordinator

The coordinator transfers data to the Areashell software

Wristband Indoor
sensors beacons

Coordinator Routers

. immEEmnm




Monitor

on graph

people and assets location
ic maps inreal time

Latest event

’ # Home (I Menitoring Z=policies & Persons @ Time & Attendance [FReports. £ Administration
Mobile objects + -2 Global map
et
(] Person Location area Latitude  Longitude  Latest event =
n O JaneSmith HQRoom 101 33644 242.281 11:57:14 AM PDT *ﬂ -
[
O JohnDoe  HQRoom 101 33.004 242,281 11:57:15 AM PDT e
- —
— Peopleinside Graphic map Latest alarm
o o
= 9
=
1
P —— ]
Events ORefresh ¥ Ad
[J Alarm  EventTime Event Time (Source Registration Time  Registration Time (S Time zone Timezoneoffset  Event Source Object Person Credential r
gle 1LST:ASAMPDT  1L5TISAMPDT  1LST:ASAMPDT  1LST:SAMPDT  America/Los_Angeles  -07:00 Location ASN Beacon 10296 John Doe 20109
[=R16) 1L5T:4AMPDT  1L5T:14AMPDT  1L:57:14AMPDT  11:57:14AMPDT America/Los_Angeles  -07:00 Location ASN Beacon 10296 Jane Smith 20111
gle 1L5205AMPDT  11:5205AM PDT  1L:52:05AMPDT  11:5205AMPDT  America/Los_Angeles  -07:00 Location ASN Beacon 10131 John Doe 20109




= # Home (17 Monitoring

= Policies

& Persons.

O Time & Attendance [EReports

£+ Administration

Meobile objects

[ Person Location area

Latitude

Longitude  Latest event

tor —

[ JaneSmith HQRoom 101
[ JohnDoe  HQRoom 101

Monitor
people and
assets

locationon

33.644
33.644

242.281 11:57:14 AM PDT

242.281

11:57:15 AM PDT

Orefresh A

graphic maps
in real time

Alarm  Event Time Event Time (Source Registration Time  Registration Time (S Time zone Timezoneoffset  Event Source Object Person Credential
1157:1SAMPDT  1L:57:15 AM PDT America/Los_Angeles  -07:00 Location ASN Beacon 10206 John Doe 20100
11:57:14 AMPDT  11:57:14 AM PDT America/Los_Angeles  -07:00 Location ASN Beacon 10296 Jane Smith 20111
11:5205AMPDT  11:52:05 AM PDT America/Los_Angeles  -07:00 Lacation ASN Beacon 10131 John Doe 20109
10/7/17 5:29:55 PM  10/7/17 5:29:55 PM :55PM America/Los_Angeles  -07:00 [ i error
10/7/17 4:44:56 PM 10/7/17 4:44:56 PM :56 PM America/Los_Angeles  -07:00 Alarm ASN Beacon 10131 John Doe 20100




Location Rules Management

Manage people or assets location rules - set
the rules in what areas or near to what
objects (beacons) people and assets can
appear or must be present at what time.

’ = # Home [T Monitering Z=Policies & Persons @ Time & Attendance [ZReports £ Administration

Child roles Parent roles Assignments Latestalarm Latestevent Even

Logic Access
' Person Groups 8
+ Add permisions ® Remove permissions
| Object/Group [ Area Time schedule Readers Access mode

) HQ Level 1 Lobby All the time ASN Beacon 10131 Access/location required
[J HQRoom 101 All the time VertxReader; ASN Beacon 10256 Access prohibited




fome 17 Monitoring =PO)

aaaaa

Location Ru Ies . Access prohibited

Instantly receive alarm
notifications if the location
rules are broken (if a person or
an asset appears in a restricted
area or leaves an area, where
he or she should be located at
this time)

h | cknowledge | @ export  show: allvents | alarms only.

Events

0 alarm  eventTime Event Time(Source Registration Time  Registration Time (5 Th
A

20111 30000




Personal

Receive an alarm signal
with location
information
from a person pressed
an alarm button on a
watch




Monitoring

Receive an alarm signal
with location
information
if a person wearing a
watch does not move
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Instantly locate people
in buildings and outside
areas in emergency
situations

[Mositoring

Policies  @Persons  OTimesAttendance  BReports

© Agministration

T B B & W

°

+ tanQLevely

MHQRoom 103
HQRoom 104
HQ Room 101
2 Level 1 Lobby
MHQRoom 102

Dashbourd

m b

HQ Room 101

side  Graphicmap.

Q Locate

|ﬂ.m © Aiisrin

S - sdein

HQ Room 101

Dahbowd  Control  innercbectsstatus  Pecpleinside  Graphic map

Localmap

he (< Time z0ne

Amenca/Los_Angeles
Amenca/Los_Angeles
~America/Los_Angeles
Amenca/Los_Angsles

M Americajlos_Angeles
. AmericalLos Angeles
M America/Los_Angeles

P11 America/Los Angeles

Source Object

ASN Beacon 10296
2SN Beacon 10296
ASNBeacon 1026
SN Beacon 10131
UGuardRouter

2SN Beacon 10131
A5 Beacon 10131
AN Beacon 10131
A5 Beacon 10296
SN Beacon 10298
45N Beacon 10296
ASNBeacon 10298
A5 Beacon 10131
ASN Beacon 10206
SN Beacon 10131

Sl | ackoowledge | Goport Show:Alevents | A

only

card nu Operator priori
20 30000
20109 1
20111 1
20109 1
10006
20108 3000
20109 1
20m 1




3.

AR EASH E LL TI M E Tightly integrated with Physical
Access Control and Location
& ATTE N DANCE Services subsystems




= Tightly integrated with Physical Access
Control and Location Services modules

* Physical access control and Location Service
events are used to analyze when people enter
and leave the working places

* Based on Areashell Physical Access Control
events user Check In and Check Out.

= Areashell area-based work areas
management

= Week days based and recurring time
shifts support

= Real-time monitoring who is on site




4.

AREASHELL

PARKING Monitor parking availability
on dashboards and graphic maps

MONITORING in real time




Internet of Things Ecosystem

= Areashell Parking Monitoring Service based on ASN Inc.

Parking Monitoring 10T controllers and sensors
E ASN Inc

Advanced Sensor Network = Wireless communication between coordinators, routers and sensors
www.asn-inc.co.kr
= Parking sensors send availability information to the nearest router
= The network of routers transfers data from the parking sensors to the coordinator

= The coordinator transfers data to the Areashell software

Software Coordinator Routers

Parking sensors




Parking Monitoring Services

» Collecting data about space availability from parking sensors

Recording collected data to the database

Recording calculated area parking availability data to the database

Monitoring parking availability by area in real time

Report generation based on the recorded data
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Real-time Parking Availability Dashboard

= Monitoring parking availability by area of indoor and outdoor
parking locations on local and global graphic maps

= Diagrams of changing parking availability by time




Quickly Locate Available Parking Spac

= Areashell Parking mobile application:

= Works directly with corporate Areashell
instances and Areashell Parking Cloud
Services

» Provides users with the information about
parking availability of parking areas in the
corporate and public parking structures

= Navigates users to the selected parking areas m

with using the default device navigation
application

= Free to install and use

= Locations

B Parking1
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Cancel




Parking Reports
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Parking Fee Report @close = fRefresh (3 Export
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parking event
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Start date: 11/11/17, End date: 11/12/17
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space for a period of Event Details <
ti m e ® checkIn & check out © Refresh 2 Export l
Record start Record end Rate start time Rate end time Rate grace period Pay rate Pay period Maximum pay per day  Fee [
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Flexible Parking Fee Rates /Schedules

’ = # Home [ Monitoring #, Policies & Persons [ElReports £+ Administration

u Pa rkl n g fee re po rts a re S Save changes 4= Move left (earlier) =» Move right (later)

@ Time Schedules

using configurable o
parking fee schedules  swwncon Efective time

¥ Monday ¥ Tuesday ¥ Wednesday ¥ Thursday ¥ Friday ¥ Saturday
¥ Sunday

4 T&AWork Areas Work on weekdays

= Parking fee schedule I
can contain several fee  wnumue T e
rates different for ©
different days of week, e pareneer

¥ Onholidays type 1 ¥/ On holidays type 2

. . Grace period (minutes) 5
holid dof d
otliaays, period ot day T
currency usD
Pay rats 2
Maximum pay per day 15



Integration with

Areashell Cloud Parking Services Areashell

Parking
mobile
application

© 1l 91% W23:52

= Any Areashell instance can be integrated with the Areashell
Parking Services (running in the Areashell cloud)

Areashell instances regularly send information about availability € Leftside
of the parking spaces to Areashell Cloud Parking Services

Areashell Cloud Parking Services provides parking availability,
location and other information to Areashell Parking mobile
applications

Areashell Server

Areashell Cloud
Parking Service




S.

AREASHELL

IRRIGATION Monitor moisture and temperature
on dashboards and graphic maps

MONITORING in real time




Internet of Things Ecosystem

= Areashell Irrigation Monitoring Service is based on ASN Inc.

?’\ loT controllers and moisture and temperature sensors
S ASN Inc
i e s o oK = Wireless communication between coordinators, routers and sensors

* The sensors send current moisture and temperature data to the nearest router
* The network of routers transfers data from the moisture and temperature sensors to the coordinator

* The coordinator transfers data to the Areashell software

Software Coordinator Routers Moisture / Temperature

Sensors

IRTTRTETTINT

1,..
...
.

*o (IEEEICEAIIIE



Real-time Moisture and Temperature
Dashboard

» Current status and moisture and temperature value
for each sensor

= Minimum, maximum and average moisture and
temperature for areas and area groups

= Diagrams of changing moisture and temperature by
time
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Integration into Unified
Areashell Alarm Monitoring Screen

suam? - admin o

= Monitor status of all
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Global Graphic Maps

Place areas and
sensors on global
graphic maps to
monitor outside areas
and territories

or to monitor
minimum, maximum
and average moisture
and temperature
values for whole areas
buildings, fields,
territories
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ocal Graphic Maps

Create custom local graphic
maps with irrigation areas
and sensors for internal
rooms or small outside areas
and territories
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Individual Sensor
Alarm Threshold Settings

Sensorl

= |ndividual

warning and alarm M broperties o
thresholds for each e [
sensor Location settings

= Automatic alarm or loctionteea | secor it
warning notifications if A/D setings
the values are off of semortype | Woomesarem
configured normal asimumvalue slarmthreshold | 02500000
values o valna varning thrshold | 03000000

Minimum value alarm threshold 0.0500000



Report generation
collected data

based

on the
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6.

AREASHELL
ANALOG SIGNAL
MONITORING

Monitor data from various sensors
on dashboards and graphic maps
in real time



Internet of Things Ecosystem

= Areashell Signal Monitoring Service is based on ASN Inc.

CZ\ loT controllers and sensors
ASN Inc
A i eewwerl m Wireless communication between coordinators, routers and sensors

* A/Dsensors send current measured data to the nearest router
* The network of routers transfers data from the sensors to the coordinator

* The coordinator transfers data to the Areashell software

Software Coordinator Routers

A/D Sensors




Real-time Status Monitoring Dashboard

Real-time monitoring dashboards, displaying information as lists,
diagrams, and on graphic maps
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Individual Sensor
Alarm Threshold Settings

Sensorl

= |ndividual

Type UGuardADSensor
warning and alarm Main properties
thresholds for each R o
sensor Location settings
= Raising alarms in real- Locstionres | secor .1

time if the value on any A/D settings
sensor is out of normal sensortype | wosme sensor

Va l u eS Maximum value alarm threshold 0.8500000
Maximum value warning threshold 0.8000000
Minimum value warning threshold 0.2000000

Minimum value alarm threshold 0.0500000



Report generation based on the
collected data
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[E Moisture Report
) Alarm Lt Local Time uTc Registration Time  Event Source Object Voltage Moisture level Minimum moisture level Average moisturelevel Maximum moisture level Value
O e 9/14/17 8:44:56 AM 9/14/17 8:44:56 AM  9/14/17 8:44:56 AM  Moisture level Whole Irrigation Area 0.035425023159667666  0.26040536782423956  0.4889307472601321
O e 9/14/17 8:44:56 AM 9/14/17 8:44:56 AM | 9/14/17 8:44:56 AM | Moisture level Area2 0.035425023159667666 0.24938751289345376  0.4158807449227621
O e 9/14/17 8:44:56 AM 9/14/17 8:44:56 AM  9/14/17 8:44:56 AM  Moisture level Sector 2.2 0.035425023150667666  0.12516128140652807 0,21 9027
0 o 9/14/17 8:44:56 AM  9/14/17 8:44:56 AM  9/14/17 8:44:56 AM  Moisture level Sensor 8 0.21 27 0.21 9027
O e 9/14/17 8:43:56 AM 9/14/17 8:43:56 AM  9/14/17 8:43:56 AM  Moisture level Whole Irrigation Area 0.035425023159667666 0.26130736547947764  0.4889307472601321
O a 9/14/17 8:43:56 AM  9/14/17 8:43:56 AM | 9/14/17 8:43:56 AM | Moisture level Area3 0.189397950834021%  0.24681965679441592  0.34009528735470086
O a 9/14/17 8:43:56 AM 9/14/17 8:43:56 AM  9/14/17 8:43:56 AM  Moisture level Sector 3.1 0.1893979508340218  0.21955500021817984  0.2307122206023378
0 o 9/14/17 8:43:56 AM  9/14/17 8:43:56 AM  9/14/17 8:43:56 AM  Moisture level Sensor 9 0.2397122296023378 0.2397122296023378
O e 9/14/17 8:42:5T AM  9/14/17 8:42:57 AM  9/14/17 8:42:5T AM Moisture level Whole Irrigation Area 0.035425023159667666 0.2607138846324179  0.4889307472601321
0o 9/14/17 8:42:5T AM 9/14/17 8:42:57 AM | 9/14/17 8:42:57 AM | Moisture level Area 1 0.25136785535682754  0.3472261579823896  0.4889307472601321
0o 9/14/17 8:42:5T AM  9/14/17 8:42:57 AM  9/14/17 8:42:5T AM Moisture level Sector 1.2 0.25136785535682754  0.3701493013084798  0.4889307472601321
0o 9/14/17 8:42:56 AM  9/14/17 8:42:56 AM | 9/14/17 8:42:56 AM | Moisture level Sensor 3 0.25136 682754 0.25136 754
O e 9/14/17 8:41:56 AM 9/14/17 8:41:56 AM  9/14/17 8:41:56 AM  Moisture level Whole Irrigation Area 0.035425023159667666  0.27645885227490985  0.4889307472601321
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Automation Subsystem

GLOBAL SETTINGS e

System Registry

= Macros - lists of commands EventTrigger 1

LDAP Connections

to eXeC u te Shared Configuration Objects

HARDWARE

Schedule Event filter

Common properties
Controllers

= Currently available commands:

Reader Groups
Type  EventTrigger
Alarm Zones

‘ Change reader mOde Alarm Zone Groups Activation properties

Outputs

« Grand access through the reader utpt Groups

Video Cameras

Disabled Disabled

Activation date

. SITE STRUCTURE
« Change alarm zone mode (arm/disarm) o
Maps
+ Change area mode (open/close) [
Organi System Registry
Macro
Ds s Card Formats
° Ru n a nOther macro - TP Eee oD Properties Commands Control Events
AUTOM. Shared Configuration Objects !
N M N Macros
« Send email notification sae crarges
ven s RunMacro  Change Area Mode  Change Reader Mode  Grand Access  Change Alarm Zone Mode
. Rtacy Readers Class Argument 1 Argument 2 Arg
» Lock user or credential S
Alarm Zones M: C dCl de Reader! door monitor ARMED
Alarm Zone Groups IacroCommandCl 1 CARD_AND_PIN
Outputs MacroC: dChangeReader\lod: Read CARD_AND_PIN
= Macros can be executed
Video Cameras
. SITE STRUCTURE Edit change reader mode command parameters
« by event (event triggers)
Maps VertxReader1 [+
M Reader mode:
by time schedule )
Departments
« manually (from graphic maps)
Event Trirﬂers




Email Notifications

= Sending notification emails
through SMTP servers

» Email notifications can be by
sent by automation
subsystem by time schedule
or by event

= Configurable notification
templates

= Using variables that will be
replaced by the values of the
event that initiated the
notification

areashell

System Settings

System Information
LDAP Connections

Motification Servers

areashell

System Settings

System Information
LDAP Connections
Notification Servers
Notification Templates

Shared Configuration Objects

Hardware

Site Structure

Organization Registry

Automation

Other

= Home Monitoring  Policies Persons  Time & Attendance Reports  Administration ( ? RomanFolozov ¢
SMTPConnection [Z Rename.
Properties  Events
Common properties
Name SMTPConnection
Type SMTPConnection

Server settings
Server name

Server port

fsecure channel protoco

=  Home Monitoring  Policies

smtp.gmail.com

465
None SSL  TLS
Persons  Time&Attendance Reports  Administration

€ romanpolozov  ©§

Notification Template 1

Properties Events

Common properties
Name
Type
From
To
subject

Text body

m cancel

Notification Template 1

NotificationTemplate

admin@areashell.com

users@areashell.com

Alarm Event!

Alarm event from Areashell AM demo server.

o




Multitenancy

» Areashell supports multi-tenant configuration:

* One instance of Areashell software can serve several independent isolated systems - tenants

* Administrators of one of the tenants cannot see or manage the configurations or events of any
other tenant

» This feature makes possible to support several independent system by just one
installation of Areashell software

A\ Y
I

= # Home D:Dh‘lonitoring = Policies & Persons @ Time & Attendance @Reports £+ Administration B System Tenant admin -4

= System Settings

© create New ~ [CIUEU 1l Delete 30 v Q %
£ Hardware
Controllers [ Name Type Address Conneci Regular Polling period (m Communication Last Modified Last Modifi

0 UGuardCoorgs
O v2o0g,

dCoordinz 192.168.1.14%:7777 false false 10000 5000 5:54:47 PM admin
B domain1.com

9 192.168.1.77:4050 false  false 10000 5000 5:54:21 PM admin

3

A\ Y
Il
Y
I
:

[T Monitoring. 2= Policies & Persons @ Time & Attendance

[Z Reports £+ Administration

o

Manage Tenants

= : ngs < 30
©create New ~ [CIIWRUEll 1 Delete System Tenant
= Hardware hell
. ng penod( areasnell.com fied
- [ Name Type Address Conneci Regular P
Controllers

domainl.com
Mo Records Found

01 1 i

domain2.com




Advanced Scalable Architecture

= Ready for Public and Private Clouds
* Web-based interface
 Standard Java™ EE Application
* IP-based communications with hardware controllers

* Multi-tenant configuration options

= Multi-platform

» Works on different hardware, operating systems, virtual platforms,

web-servers, application servers, on premise and in cloud

* Supports free open source and commercial operating systems, application

servers and database management servers




Security

» HTTPS-encrypted communication
between web-server and clients

* Role-based user permission management

= Users authentication through Enterprise
Directory Services (Microsoft Active
Directory, LDAP)

» MappingAreashell User Roles onto
Enterprise Directory (Active Directory,
LDAP) User Groups.

= Automatic granting Areashell user
permissions to AD/LDAP users by including
users into AD/LDAP User Groups

shell Home
A

-

< c & h‘ttpg:I.-’II."rpmg-‘/areashellfhome?iz

%= Policies & Persons @ Time & Attendance [E Reports

Welcome to Areashell Access Management!

ork Pro
L
% ﬂ Elements Console 5o Cunty OvervieW tion  Audits  Security
PO
S &
Main Origin
Reload to view details This page is secure (valid HTTPS).
Valid Certificate ed server certificate.

The connection to this s

B Secure

The connection to this site is encrypted and authenticated using a strong
protocol (TLS 1.2), a strong key exchange (ECDHE_RSA with P-256), and a
strong cipher (AES_128_GCM).

B Secure Resources

All resources on this page are served securely,




Flexible Deployment

Areashell provides great flexibility of deployment. With Areashell you have a choice how to deploy your
access control system: in cloud or on premise.

In both variants you can securely control the system from any workplace, including mobile devices, and
integrate your system with locally installed security hardware and other information systems.

On Premise In Cloud

m J‘A_’ BRISEEIIEE IL CIDUd Datacenter m it Local Datacen‘er
DMZ & LAN

By

Mobile User Devices
(remote system control)

F%

External Security Hardware
{in branches)

—

AD/LDAP

SMTP Server

Areashell
Servers

Administrator i
Console
Security

i : Database
oo Hardware
=

]

b
===
Security Hardware

HTTPS
(443)

o=

Mobile User Devices
(Remote System Control)

Administrator
Console
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Please contact us! +1(949) 354-2522



http://www.areashell.com/
mailto:info@areashell.com

